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Abstract

Background

In this project, we propose an isolated, secure WebAssembly bytecode execution frame-
work for the Internet of Things (IoT).

For increased security, this solution mimics all operating system functionalities so that 10T
application software is run in separate processes/threads as if a standard operating
system directly executed the instructions.

Running verified bytecode in an isolated framework will assure that all the security en-
forcement is done by software and does not rely on the security features provided by
hardware components.

Security features are essential in loT applications where replacing or updating hardware
components due to security concerns is expensive (or even impossible).

With the proposed framework security flaws are corrected with a straightforward soft-
ware update. We will provide a toolchain to build and package applications for this frame-
work and, finally we validate the approach by evaluating it (regarding both security and
performance) on a few real-world |oT case studies.
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The solution

Computer, both software and hardware, security is an ever-changing area of active re-
search. The continuous introduction of new software and hardware technologies, cou-
pled with their increased complexity, leads to new threat models and security risks. One
of the technologies that has a rapid growth rate and is one of the main drivers of innova-
tion is the Internet of Things (loT).

In the context of the Internet of Things, the fundamental specific issues that we identify
regarding secure loT software execution are:

1. The need to protect software running on loT devices against classic arbitrary code exe-
cution vulnerabilities;

2. The need to allow for protection against (or to offer a software-based solution to) hard-
ware design vulnerabilities since, in general, we are unable (or it is unpractical) to update
all loT hardware when a new security issue is found at that level;

3. Provide software developers with a transparent code execution platform for the loT
where they can easily control the program flow.

4. Undertake a performance analysis of the proposed framework, since solutions to
some of the problems enumerated above may significantly slow down the performance
of l0T systems;

5. Test the proposed platform on several real-world |0T systems where security features
are a design priority.

loT WASM Framework
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Objectives

The aim is to provide a framework for running only WebAssembly (wasm) bytecode. Web-
Assembly bytecode has been designed to be able to run existing software, written in any
language and compiled into WebAssembly, in a browser environment, for the Web. As
the browser is a sandboxed environment, several security checks are necessary to imple-
ment WebAssemebly (wasm). We believe we can benefit from its security by design and
turn it into a general purpose executable, outside the browser.

Our research will focus on building a whole coherent set of security features around the
WebAssembly framework. Then, with the framework in place, we focus on getting applica-
tions into the proposed wasm execution format. Finally, after the framework and the tool-
chain are in place, the next step is to build several well-known libraries into the new pro-
posed format.

RT 1. A user space framework which runs isolated WebAssembly bytecode outside a
browser and provides means to load binaries and libraries.

RT 2. A toolchain for building WebAssembly bytecode applications outside of the browser
and any Javascript machine.

RT 3. Port several libraries from native (binary) code to WebAssembly bytecode.
RT 4. Package and securely distribute applications on loT platforms.

RT 5. Analyze the performance impact of the proposed framework in real-world 10T appli-
cations and scenarios.
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