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1.3 Description
The device is offered in three packages:
• CBP package: 515-ball, 12 x 12 mm, package-on-package (POP) 0.5-mm (top) and 0.4-mm (bottom)

ball pitch package. Some balls are available at the top of the device to allow memory stacking. For
more information, see Section 1.4, Package-on-Package Concept.

• CUS package: 423-ball, 16 x 16mm, 0.65-mm (bottom) ball pitch package
• CBC package: 515-ball, 14 x 14mm, 0.5-mm (bottom), and 0.65-mm (top) ball pitch package.
Figure 1-2 shows the block diagram.

Figure 1-2. Block Diagram

NOTE: Some features are not available on all devices. See Section 1.5, AM/DM37x Family, for more
information on available features.
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The stacked memory package is directly connected to the two memory interfaces (GPMC and SDRC) of
the AM/DM37x CBP/CBC package through the POP interface present at the top. For more information on
the interconnect between the stacked memory package and the AM/DM37x CBP/CBC package, see
Chapter 10, Memory Subsystem, and your device-specific AM/DM37x data manual.

NOTE: Before using the POP memory interface, a compatible memory device supply must first be
secured directly from specific memory vendors.

Figure 1-3 shows the concept of the POP solution, and Figure 1-4 shows stacked memory package on the
POP device.

Figure 1-3. POP Concept (CBP Package)

Figure 1-4. Stacked Memory Package on the POP Device (CBP Package)

The memory interfaces should be correctly configured based on the memory package used with the POP
device.
Table 1-2 summarizes the supported configurations with the generic POP interface.
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De ce este analiza side-
channel pe SoC interesantă:

• Nu prea s-a făcut până acum

• Primul studiu serios la CHES 2015 (Longo et al.)

• Multe probleme de rezolvat pentru un atac (analiza) eficient

• Zgomot mare (multe componente care interacționează simultan)

• Deep pipeline (ARM are de obicei 11-stage pipeline)

• Greu de obținut informația side-channel: PBGA mount,Package-on-Package

• Data bus foarte mare (32 - 128 bit width)
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Microcontroller vs SoC
side-channel analysis
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Understanding leaks in SoC devices

Microcontroller leakage VS System-on-Chip (SoC) leakage

Advantages (for evaluation/attack):
- Easy to measure power consumption (power line easily available)
- Simple pipeline
- Low-frequency / low-noise

Disadvantages (for evaluation/attack):
- May be protected by HW countermeasures (e.g. dual-rail, noise 

generators)

Advantages (for evaluation/attack):
- Difficult to implement countermeasures (due to high density of 

components already present in SoC)

Disadvantages (for evaluation/attack):
- Difficult to measure power consumption (no easy access to ground)
- EM analysis tricky to get (RAM placed on top of CPU)
- Deep/complex pipeline (e.g. for ARM)
- High-frequency (300MHz - 1GHz)
- High-noise (many modules on SoC)

AVR XMEGA 256 8-bit microcontroller Beagleboard Cortex A8-based SoC

Scope of ULSOC project

Understanding SoC Leakage Fast Security Evaluations
of SoC devices

Leakage-resilient 
implementations

● Build leakage acquisition setup
- Determine hardware setup
- Determine EM position
- Determine necessary signal 

processing  

● Build Template Attack and Stochastic 
Models of major leaking components:
- ARM core
- Neon core
- crypto co-processor
- Data buses
- Memories (RAM, cache)

● Build leakage models for pipeline 
effects (one instruction affecting the 
neightboring instruction)

● Apply our recent tools presented at 
CHES 2017 [1] for leakage from our 
SoC platform   

● Design of new security evaluation 
methods to cope with large data bus 
(64-bit L3 interconnect on 
beagleboard)

- Need to quickly determine likely 
processed value out of all possible 
target values (linear search is slow)

● Determine components of SoC device 
difficult to attack with side-channel

- Use those for implementation of 
cryptographic algorithms

● Recent example with timing-resistant 
openSSL implementation completely 
vulnerable on SoC device to 
side-channel attack [2]

● Possible avenues:
- Exploit deep pipeline of SoC
- Take advantage of large data-bus to 

combine independent data values

Researchers: Dr. Marios Omar Choudary, ing. Tiberiu Iorgulescu
University Politehnica of Bucharest

[1] Marios O. Choudary and P.G. Popescu,“Back to Massey: 
Impressively Fast, Scalable and Tight Security Evaluation Tools”. CHES 

2017.

[2] Longo, Jake, Elke De Mulder, Dan Page, and Michael Tunstall, 
"SoC it to EM: electromagnetic side-channel attacks on a complex 

system-on-chip". CHES 2015.



Scopul proiectului
• Uînțelegerea leakage-ului din SoC

• Modelarea a leakage-ului prin Template Attacks, Stochastic
Models pentru diverse componente: ARM/Neon CPU, crypto
co-processor, memorii (RAM, Cache), data bus, pipeline

• Metode de evaluare de securitate eficiente pentru SoC

• Probleme mare cu bus-ul pe 32, 64 sau 128 biți

• Implementări criptografice resiztente la side-channel attacks

• Folosindu-ne de analiza din pașii precedenți și folosind 
componentele cu leakage minim
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Contact

Marios Omar Choudary

Marios.choudary@cs.pub.ro

http://www.cl.cam.ac.uk/~osc22

Notă: suntem deschiși la primirea de finanțări J
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